NEUROSOFT S.A.
Information Security Consultant

(ISC_CRS_0619)

About Neurosoft

Neurosoft S.A., a Greek company listed on the Italian Stock Exchange, is a leading software, networking
and information security provider in financial, telecommunication, lottery and public sectors, providing
tools and services to increase operating efficiency and security.

Our company seeks to employ an Information Security Consultant to join our Compliance & Risk Services
Team in order to provide services to our clients, on a project-base (e.g. consulting) or as part of a managed
service (e.g. vCISQO) either on site or on-demand.

Neurosoft’s Compliance & Risk Services are designed to assist organizations to improve their security
posture by establishing an effective security governance system, identifying and successfully managing
information security risks based on standard risk assessment methodologies, ensuring compliance with
international security standards (e.g. ISO 27001, etc.) and/or regulatory requirements and raising
employee awareness.

Main Responsibilities

e Implements, operates and continual improves clients’ Cyber Security Policy/Strategy in order to
ensure compliance with international standards and regulatory frameworks (i.e. Information
Security Policies, Procedures, Guidelines and Technical Standards, conducting Gap Analysis,
Business Impact Assessment etc.)

e Assesses information security risks (formal risk assessment) and recommends risk treatment
actions to clients

e Leads the response on Information security incidents

e Designs and implements/conducts information security awareness program

e Handles security consultation needs on a daily basis

e Develops action plans, schedules, status reports and other top management communication
intended to improve the status of information security

e Ensures that services are provisioned within the agreed terms and Service Level Agreements

e Reviews and delivers regular reports (KPI's, Metrics, etc.)



Professional Experience & Qualifications

e BSc/MSc in Computer Science or Information Security field
e 3-5years of working experience in Information Security, preferably in Security Compliance
e Solid background in:
o Information Security (security standards and practices, Security technologies, Security
Monitoring, Penetration Testing, Incident Response, threat landscape etc.)
o IS0 27001 Implementation and/or operation
o Risk assessment and management methodologies
o Business Impact Assessment methodologies
e Strong understanding of security frameworks and best practices (e.g. SANS Critical Security
Controls, NIST SP, OWASP)
e Understanding of regulatory and legal requirements (incl. GDPR)
e Experience in Project management
e Strong analytical and organizational skills with the ability to effectively prioritize clients'
requirements
e Strong communication and interpersonal skills, with proven ability to communicate effectively at
all hierarchical levels
e Excellent verbal and written skills, both in Greek and English languages
e Works ethically, with integrity, maintains confidentiality of information and use of information
appropriately, and supports organizational goals and values

Preferred Qualifications

e C(Certifications (CISSP/CISM/CISA/ISO 27001 Lead Auditor or audit experience)

e Knowledge of ITIL best practices and/or experience working in a formal change-controlled
environment

e Knowledge of ISO 9000 and 20000

We Offer

A competitive compensation package, a stable and enjoyable working environment, excellent
opportunities for professional development, working on leading-edge technology and industry trends.

For more open vacancies check @ www.neurosoft.gr



http://www.neurosoft.gr/

